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Handbook





UNDERSTAND 
THE RISKS

Business Email 
Compromise

Email is a crucial part of 
your business. Criminals 

are looking for your 
email information on 

the Dark Web.



https://www.nar.realtor/research-and-statistics/research-reports/realtor-technology-survey
https://www.nar.realtor/research-and-statistics/research-reports/realtor-technology-survey
https://www.nar.realtor/research-and-statistics/research-reports/realtor-technology-survey


What is the #1 tech tool?
8

This Photo by Unknown Author is licensed under CC BY-NC-ND

http://www.onyxtruth.com/2014/03/20/womens-biggest-mistake/
https://creativecommons.org/licenses/by-nc-nd/3.0/


The most valuable tools (used in the past 12 
months) were:

eSignature (78%)

Local MLS apps/technology (54%)

Social media (53%)

Lockboxes (48%) 

and video conferencing (39%).



Emerging Technologies

•Drones, cyber security, 5G 
and virtual reality are expected 
to have the biggest impact on 
the real estate business in the 
next two years.





LEAD WITH SAFETY





SEARCH: 
“SAFETY”





Make your whereabouts known!

(Use forms and technology).



THE 
STORY



Find the article:

Go to: nar.realtor
and search:

“Tracey Hawkins”



USE TECHNOLOGY



















Google maps

• Google announced a 
new Maps and Search 
safety feature that will 
make it easier to 
manage wildfire-
related situations.



The app also includes various 
safety features to help you 
navigate potential life-
threatening situations.









1st Meeting

MEET IN A POPULATED PLACE 
WHERE YOU ARE KNOWN

MEET VIRTUALLY



(Virtual) Open House Safety

Security walk-through Neighbors/Witnesses Agent’s valuables Lock up at the end Exits, parking



Fair Housing Discrimination Act

Avoid 
discrimination 

claims

Realistic 
dangers



This Photo by Unknown Author is licensed under CC BY-NC

http://www.groundreport.com/social-media-and-its-evolution-in-21-century/
https://creativecommons.org/licenses/by-nc/3.0/


Social Engineering



Games can extract your 
sensitive information 
such as:

Your first job
Your first car
Your mother’s maiden 

name

This Photo by Unknown Author is licensed under CC BY-SA-NC

http://www.coolcatteacher.com/5-steps-to-online-safety/
https://creativecommons.org/licenses/by-nc-sa/3.0/


SOCIAL ENGINEERING

This Photo by Unknown Author is licensed under CC BY-NC-ND

https://www.techzim.co.zw/2010/09/social-engineering/
https://creativecommons.org/licenses/by-nc-nd/3.0/


Social Engineering



Geo-Tag



Find the article:
Go to: nar.realtor
and search:

“Tracey Hawkins”



Navigating the Dangers 
of AI & Cybercrime:

A Safety Guide for Real Estate Agents

@copyright Safety and Security Source, LLC 2023



Artificial 
intelligence

Artificial intelligence is the 
simulation of human intelligence 
processes by machines, 
especially computer systems. 

@copyright Safety and Security Source, LLC 2023



Who uses 
AI daily?

@COPYRIGHT SAFETY AND SECURITY SOURCE, LLC 2023

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://edtechsandyk.blogspot.com/2017/07/easily-add-emoji-to-google-docs-slides.html
https://creativecommons.org/licenses/by-nc-sa/3.0/


Artificial intelligence in real life

How To Geek

@copyright Safety and Security Source, LLC 2023
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A report also noted the program's 
potential for "risky emergent 
behaviors.“

1. It maintains a tendency to 
make up facts, to double-down on 
incorrect information.

2. It passes along this 
disinformation more convincingly 
than earlier versions.

@copyright Safety and Security Source, LLC 2023



Demo of ChatGPT

@COPYRIGHT SAFETY AND SECURITY SOURCE, LLC 2023
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Demonstrate deepfake tools

@COPYRIGHT SAFETY AND SECURITY SOURCE, LLC 2023

This Photo by Unknown Author is licensed under CC BY

https://ja.futuroprossimo.it/2020/01/pinscreen-il-deepfake-diventa-live/
https://creativecommons.org/licenses/by/3.0/
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Possible Deepfake video damage to agent’s reputation

- It could show an 
agent/broker doing 
or saying 
something they did 
not actually say or 
do

- Create fake 
reviews or 
testimonials for 
real estate agents 
or brokers

This Photo by Unknown Author is licensed under CC BY-SA-NC@copyright Safety and Security Source, LLC 2023

https://tekhdecoded.com/deepfakes-when-contemporary-content-creation-goes-too-far/
https://creativecommons.org/licenses/by-nc-sa/3.0/


Famous 
deepfakeS

@COPYRIGHT SAFETY AND SECURITY SOURCE, LLC 2023



Dangers of AI and 
deepfakes in real 
estate

• Examples of how deepfakes 
are being used to defraud 
buyers and sellers

• Discussion of the potential 
long-term consequences of 
these types of fraud

This Photo by Unknown Author is licensed under CC BY

@copyright Safety and Security Source, LLC 2023

https://www.flickr.com/photos/mikemacmarketing/30212411048/
https://creativecommons.org/licenses/by/3.0/


Impersonate real 
estate professionals in 
order to gain access 
to sensitive 
information or to 
defraud clients

This Photo by Unknown Author is licensed under CC BY

@copyright Safety and Security Source, LLC 2023

https://anunlimitedamountofmoney.com/realtor-vs-real-estate-agent-vs-broker-faq/
https://creativecommons.org/licenses/by/3.0/
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DEEPFAKE

@copyright Safety and Security Source, LLC 2023



Deepfake technology is 
also used in real estate

Mainly for malpractice or fraud –

1. Creating false listing 

2. Manipulating images to showcase 
features or property which it does not have. 

Create a misleading impression about the 
condition of a property or its surroundings@COPYRIGHT SAFETY AND SECURITY SOURCE, LLC 2023



Deepfake clues:

- Limbs

-Fingers

@copyright Safety and Security Source, LLC 2023



Real or deepfake?

@copyright Safety and Security Source, LLC 2023



Deepfakes

@copyright Safety and Security Source, LLC 2023



Deepfakes created on dall-e

@copyright Safety and Security Source, LLC 2023



Deepfake homes

@copyright Safety and Security Source, LLC 2023



Google 
Lens

@copyright Safety and Security Source, LLC 2023
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Real house

@copyright Safety and Security Source, LLC 2023
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Business email scams

…account for just 5% of the FBI reports, the losses of $1.7 billion 



$43 billion in losses 
during the period 
between June 2016 and 
December 2021.

The FBI's Internet Crime Center (IC3) logged a whopping 241,206 complaints in the 
four-and-a-half-year period, with losses totaling $43 billion, according to a new 
public service announcement.

https://www.ic3.gov/Media/Y2022/PSA220504
https://www.ic3.gov/Media/Y2022/PSA220504




About half of title and settlement agents report 
receiving at least one phishing email a month with 
fraudulent wire instructions, according to a recent 
survey from the American Land Title Association.



#1 real estate 
fraud

• ACCORDING TO THE FBI, THE MOST 
REPORTED FRAUD IN REAL ESTATE IN 
2019 WAS BUSINESS EMAIL 
COMPROMISE/EMAIL ACCOUNT 
COMPROMISE (BEC/EAC).

81

This Photo by Unknown Author is licensed under CC BY-SA-NC

https://technofaq.org/posts/2016/01/with-zimbra-email-hosting-us-companies-experience-optimized-business-productivity/
https://creativecommons.org/licenses/by-nc-sa/3.0/


BEC
The scale of business email compromise (BEC) attacks is clear: according to the 
FBI, the combined total lost to BEC attacks is $43 billion and counting, with attacks 
reported in at least 177 countries.

https://www.zdnet.com/article/fbi-email-fraud-keeps-getting-worse-heres-how-to-protect-yourself/


Solving BEC Crimes

What's most challenging about BEC attacks is that while it's a cyber crime that is 
based around abusing technology, there's actually very little that technology or 
software can do to help stop attacks because it's fundamentally a human issue.

This Photo by Unknown Author is licensed under CC BY-SA

https://gloucestercitynews.typepad.com/clearysnotebook/crime_report/page/12/
https://creativecommons.org/licenses/by-sa/3.0/


Anti-Virus Software 

- Anti-virus software and a good email spam filter can prevent emails containing 
malicious links or malware from arriving in your inbox. 

What if????
- It is a hacked account?
- As far as the software is concerned, there's nothing nefarious to detect, and it's 

just another email from your boss or your colleague.

This Photo by Unknown Author is 
licensed under CC BY-SA-NC

https://www.navigaweb.net/2012/01/migliori-10-antivirus-gratis-del-2012.html
https://creativecommons.org/licenses/by-nc-sa/3.0/


1. It is very unlikely that your boss will email you out of the blue asking for a very 
urgent transfer to be made with no questions asked. 

2. And if you do have concerns, ask!

3. Businesses should also have procedures in place around financial transactions, 
particularly large ones. Should a single employee be able to authorise a 
business transaction valued at tens of thousands of dollars? Probably not. 



Train on the recognition of 
fraudulent e-mails, links 
and attachments. 

86





Require the use of 
company approved 
and secured email 
addresses and 
websites 
(goodbye 
@google.com)

88





Real or fake?

90



Real or Fake?

91



Two-Step
Authentication







This Photo by Unknown Author is licensed under CC BY-SA-NC

https://learningtech.library.ucsf.edu/-/document/zoom-plug-in/
https://creativecommons.org/licenses/by-nc-sa/3.0/




DARK WEB

500,000 Zoom accounts

This Photo by Unknown Author is licensed under CC BY-NC-ND

https://perseus523.blogspot.com/2018/02/dark-web-el-internet-de-las.html
https://creativecommons.org/licenses/by-nc-nd/3.0/




ZOOM on the Black Web 



What they want:

EMAIL ADDRESSES PERSONAL MEETING IDS 6-DIGIT PIN NUMBERS



How to Stop It

Unique passwords for every site 
visited

Check to see if your email address has 
been leaked in a previous data breach

www.haveibeenpwned.com



Password 
Lockers

HAD A DATA BREACH IN 2023







No Such Thing 
as Privacy!



Digital 
assistants/smart 
home hubs





Websites that 
prove there is no 

such thing as 
privacy:

Spokeo.com

Pipl.com

Peepyou.com







SPOKEO.COM 
NAME 
SEARCH





SPOKEO.COM







Malware warning for Iphones & android 
phones



Yes! So can your computer and tablet.



How?
Link in an email

A spoofed website
This Photo by Unknown Author is licensed under CC BY-NC

https://www.alltutorials.info/2018/05/beware-mantis-roaming-malware-includes-frequent-use-of-free-wifi.html
https://creativecommons.org/licenses/by-nc/3.0/


How do you know?

 Your phone is moving slow

 Battery drain

 Your phone is hot

 You are using more data 
than usual

 Tons of pop-up ads and 
system warnings

https://www.komando.com/

This Photo by Unknown Author is licensed under CC BY-NC

https://www.freepngimg.com/png/72547-thinking-photography-question-mark-man-stock
https://creativecommons.org/licenses/by-nc/3.0/


What to do?

1. Back up the data 
on your phone

2. Remove recent 
apps

3. Run antivirus 

This Photo by Unknown Author is licensed under CC BY-NC-ND

https://heartfeltthoughtsandwritings.wordpress.com/category/keep-pressing-on/
https://creativecommons.org/licenses/by-nc-nd/3.0/


Anti-virus

This Photo by Unknown Author is licensed under CC BY-NC-ND

https://biovolttechnologies.wordpress.com/2017/04/20/how-antivirus-works-best-antivirus-software-andriod-antivirus/
https://creativecommons.org/licenses/by-nc-nd/3.0/


Steps to take:

 Be careful clicking ads or 
opening links

 Run an antivirus program

 Only download apps from 
official app stores

 Keep your phone’s operating 
system up-to-date

https://www.komando.com/This Photo by Unknown Author is licensed under CC BY-SA-NC

https://flatworldknowledge.lardbucket.org/books/public-speaking-practice-and-ethics/s12-03-putting-it-together-steps-to-c.html
https://creativecommons.org/licenses/by-nc-sa/3.0/


This Photo by Unknown Author is licensed under CC BY

https://teleread.org/2016/07/04/the-unbearable-lightness-of-tech-support/
https://creativecommons.org/licenses/by/3.0/


What to watch 
for:
• Most scammers pretend to be with 
Microsoft

• Legitimate software companies won’t call 
or message you

• Beware the pop-up error messages

• Companies that offer to fix your device and 
request payment with bitcoin, are scammers



WIRE FRAUD



Guess who?







CYBER INSURANCE



What to do…

As computer network breaches

and wire fraud become almost commonplace in the real estate 
industry,

broker /owners can help lessen the risk by establishing clear and 
expected protocols.







FIND THE ARTICLE:



This Photo by Unknown Author is licensed under CC BY-SA

https://positek.net/telemarketers-are-going-to-call-my-cell-phone/
https://creativecommons.org/licenses/by-sa/3.0/


U.S. consumers lose billions of 
dollars annually to phone 
scams.

This Photo by Unknown Author is licensed under CC BY-SA

https://www.flickr.com/photos/tracy_olson/61056391
https://creativecommons.org/licenses/by-sa/3.0/


• DURING THE PANDEMIC, THE 
NUMBER OF ROBOCALLS HAS 
HOVERED AT BETWEEN 3 AND 4 
BILLION ROBOCALLS PER MONTH, -
2 BILLION SCAM CALLS WITHIN 
THAT NUMBER.



This Photo by Unknown Author is licensed under CC BY-NC

http://www.pngall.com/phone-png
https://creativecommons.org/licenses/by-nc/3.0/


RoboKiller



They send a text message pretending 
to be from a bank and ask if a made-
up transaction was fraudulent. 

When the victim replies that they 
didn’t make that purchase, the 
scammers call, then swindle the victim 
into helping circumvent two-factor 
authentication to gain access to real 
bank accounts.
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This Photo by Unknown Author is licensed under CC BY

https://fabiusmaximus.com/2017/05/13/skip-the-hysteria-what-you-need-to-know-about-the-big-ransomware-attack/
https://creativecommons.org/licenses/by/3.0/


Back up your information
CARBONITE.COM

Presentation Title
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ANTIVIRUS AND INTERNET 
SECURITY SOFTWARE



Operating system and software updates 
to provide the most current patches 

that fix bugs and security gaps.



USE TECHNOLOGY



Disinfecting 
your phone

Tech Expert Burton Kelso, of Integral

Pure & Clean with a 
microfiber cloth

Phone Soap- UV light 
(credit/debit cards, too) 
disinfects and charges

Tech 21 Evo-Check 
Disinfecting Phone and 
protective case



Hack-Proof Your 
Smartphone



Safety Apps

• GPS based (must be enabled)
• Live “help” component





Smartphone 
Apps

BEWARE OF IMPORTING 
CONTACTS

PERMISSIONS

KNOW THE SOURCE BEFORE 
BUYING 

APPS ARE A SOURCE OF SPYWARE 
MALWARE AND VIRUSES.



Software security

Read the security policy. Know what information

they access and share.

Schedule automatic security 
updates.











QR Code Scam

 If it leads to a page trying to scare you into 
sharing personal information

 If it looks like it doesn’t fit with the 
background. They use stickers.

 Trusted source.

Reader’s Digest

This Photo by Unknown Author is licensed under CC BY-SA

https://en.wikipedia.org/wiki/QR_code
https://creativecommons.org/licenses/by-sa/3.0/


Scam Alert



Driver Aid, 
Information and 
Routing 
system

https://www.gmheritagecenter.com/featured/OnStar.html
https://www.gmheritagecenter.com/featured/OnStar.html
https://www.gmheritagecenter.com/featured/OnStar.html
https://www.gmheritagecenter.com/featured/OnStar.html


Car Information



This Photo by Unknown Author is licensed under CC BY-NC-ND

http://www.policyprescriptions.org/surprise-surprise/
https://creativecommons.org/licenses/by-nc-nd/3.0/












Do Your Research

Know what is in cyberspace about youKnow

Educate your Sellers about this source of 
personal informationEducate

Educate your Buyers about resources for 
buying safelyEducate

Research your Buyers and SellersResearc
h

This Photo by Unknown Author is licensed under CC BY-NC

https://menotomymatters.com/howto/covid-libraries/
https://creativecommons.org/licenses/by-nc/3.0/


This Photo by Unknown Author is licensed under CC BY-SA

https://en.wikibooks.org/wiki/File:Craigslist.svg
https://creativecommons.org/licenses/by-sa/3.0/


This Photo by Unknown Author is licensed under CC BY

https://www.flickr.com/photos/106574022@N04/11415768915
https://creativecommons.org/licenses/by/3.0/


CAMERAS





FAKE 
SIGNS



BE A SAFETY AND 
SECURITY 

RESOURCE AND 
HELP PROTECT 
YOUR BUYERS!



Spotcrime.com







•Police Department

This Photo by Unknown Author is licensed under CC BY-ND

https://www.kittlingbooks.com/2015/10/scene-of-crime-with-patricia-finney.html
https://creativecommons.org/licenses/by-nd/3.0/




Please 
note:

This Photo by Unknown Author is licensed under CC BY-SA-NC

Forewarn only 
reports 
convictions.

It does verify 
identities.

https://technofaq.org/posts/2019/11/why-would-someone-do-a-background-check-on-you/
https://creativecommons.org/licenses/by-nc-sa/3.0/


FAKE 
SIGNS



SEARCH: 
“SAFETY”



Buyer Safety



BE A SAFETY AND 
SECURITY 

RESOURCE AND 
HELP PROTECT 
YOUR BUYERS!

















SEARCH: 
“SAFETY”



WHAT’S ON THE 
MARKET TO KEEP REAL 
ESTATE AGENTS SAFE?



NAR MEMBER SAFETY 
REPORT

#1 Non-Lethal Product



SELF DEFENSE SPRAY OPTIONS



PEPPER 
SPRAY 

vs. 
MACE 

vs. 
TEAR GAS

• Definitions:

1. Mace

2. Tear Gas

3. Pepper Spray

• Which is recommended?

• OC (not CN or CS)

• 2 million Scoville Heat Units (SHUs)

• Check the expiration date

• Test your spray

• Federal crime if used improperly







Lesson Learned 
today.

This Photo by Unknown Author is licensed under CC BY

https://owl.excelsior.edu/educator-resources/owl-across-disciplines/owl-across-the-disciplines-grammar-and-usage/
https://creativecommons.org/licenses/by/3.0/


RESOURCE FOR REAL ESTATE SAFETY NEWS, ARTICLES, AND PRACTICES.



REAL ESTATE 
SAFETY 
REPORT
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